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vkbZVh vf/kfu;e dh /kkjk 69&(,) ds rgr Hkkjr ljdkj 

us 200 vkWuykbu IysVQkWeZ dks fd;k CykWd

bafM;u ,Dlizsl
isij&II 

(Hkkjrh; jktO;oLFkk)

iQjojh

 bysDVªkWfuDl vkSj lwpuk çkS|ksfxdh ea=kky; (MeitY) us gky gh esa lwpuk çkS|ksfxdh vf/fu;e 2000] dh /kjk&69(,) ds rgr 

"rRdky" vkSj "vkikrdkyhu" vk/kj ij 138 vkWuykbu lêðsckth IysViQkeks± vkSj 94 euh ysafMax ,sIl dks CykWd djus ds vkns'k 

tkjh fd,A ;g fu.kZ; x`g ea=kky; (,e,p,) dh ,d fliQkfj'k ij vk/kfjr Fkk] ftls osQUnzh; •qfiQ;k ,tsafl;ksa ls buiqV feyk Fkk 

fd dqN lkbV~l vkSj ,si dfFkr :i ls phu ls tqM+s gq, Fks vkSj blesa "Hkkjr dh laçHkqrk vkSj v•aMrk ds fy, gkfudkjd lkexzh" 
'kkfey FkhA

m/kj nsus okys ,sIl ls D;k •rjk gS\

 fiNys rhu o"kks± esa] ,sls yksxksa ls tcju olwyh vkSj mRihM+u dh dbZ iqfyl f'kdk;rsa çkIr gqbZ gS] ftUgksaus bl rjg ds euh&ysafMax 

,si ds ekè;e ls vDlj vR;f/d mPp C;kt njksa ij NksVh jkf'k m/kj yh FkhA fnlacj 2020 esa] fo'kk•kiÙkue ds ewy fuoklh 

DNM larks"k oqQekj us m/kj nsus okys ,sIl }kjk dfFkr :i ls mRihM+u dk lkeuk djus ds ckn vkRegR;k dj yhA blh rjg] iq.ks 

ds lkbcj iqfyl LVs'ku dks 2020 esa ½.k ,si vijk/ksa dh 699 f'kdk;rsa feyhaA 2021 esa ;g la[;k c<+dj 928 gks xbZA vxLr 

2022 rd ½.k ,si lapkydksa ds f•ykiQ 3]151 f'kdk;rsa ntZ dh x;hA blds ckn] x`g ea=kky; us ½.k nsus okys phuh ,si dh 

tkap 'kq: dh vkSj ik;k fd tgk¡ bZ&LVksj ij dsoy 94 ,si miyC/ gSa] ogha vU;] rhljs&i{k ds fyad ;k osclkbVksa ds ekè;e ls 

dke dj jgs gSaA

vkbZVh vf/fu;e dh /kjk&69 D;k gS\

●  vkbZVh vf/fu;e dh /kjk&69] ljdkj dks baVjusV lsok çnkrkvksa (vkbZ,lih)] nwjlapkj lsok çnkrkvksa] osc gksfLVax lsokvksa] lpZ 

batu] vkWuykbu ekdZsVIysl vkfn tSls vkWuykbu eè;LFkksa dks lkexzh&vojks/d vkns'k tkjh djus dh vuqefr nsrh gSA 

●  bl /kjk ds fy, vko';d gS fd lwpuk ;k lkexzh dks CykWd fd;k tkuk Hkkjr dh jk"Vªh; lqj{kk] laçHkqrk ;k lkoZtfud O;oLFkk 

ds fy, •rjk le>k tk,A

●  ;fn osQUnz ;k jkT; ljdkj bl ckr ls larq"V gSa fd lkexzh dks vo#¼ djuk ^vko';d* vkSj ^lehphu* gS& 

 1- Hkkjr dh laçHkqrk ;k v•aMrk] 

 2- Hkkjr dh j{kk] 

 3- jkT; dh lqj{kk] 

 4-   fons'kh jkT;ksa ds lkFk eS=khiw.kZ laca/ ;k lkoZtfud O;oLFkk ;k jksdFkke ds vk/kj ij mijksDr ls lacaf/r fdlh Hkh laKs; 

vijk/ ds deh'ku ds fy, ;k fdlh vijk/ dh tkap ds fy, mdlkukA 
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 5-   ;g] fyf•r :i esa ntZ fd, tkus okys dkj.kksa ds fy,] fdlh Hkh ,tsalh dks "fdlh Hkh daI;wVj lalk/u esa mRiÂ] çsf"kr] 

çkIr ;k laxzghr fdlh Hkh tkudkjh dks baVjlsIV] ekWfuVj ;k fMfØIV ;k baVjlsIV ;k ekWfuVj ;k fMfØIV djus dk dkj.k 

cuk ldrk gSA 

,sls ,sIl dks CykWd djus dh çfØ;k D;k gS\

 2009 ls] MeitY ds ikl lwpuk vkSj çlkj.k ea=kky; ds leku vojks/d 'kfÙkQ;k¡ gSaA ;|fi MeitY bu 'kfÙkQ;ksa dks IT 
vf/fu;e ls çkIr djrk gS] ;g lwpuk çkS|ksfxdh (lkoZtfud }kjk lwpuk dh igq¡p ds fy, vo#¼ djus dh çfØ;k vkSj lqj{kk 

mik;) fu;e] 2009 ;k IT fu;e] 2009 gS] tks bl rjg ds vkns'k tkjh djus dh çfØ;k dh O;k[;k djrk gSA vkbZVh fu;eksa esa 

leh{kk lfefr;ksa] fu"i{k lquokbZ dk volj] l[r xksiuh;rk vkSj ukfer vf/dkfj;ksa }kjk fjdkWMZ ds j•&j•ko tSls çko/ku 'kkfey 

gSaA gkykafd] xSj&vkikrdkyhu lkexzh dks vo#¼ djrs gq, Hkh MeitY }kjk O;fÙkQ;ksa dks iwoZ&fu.kZ; lquokbZ çnku djus dk dksbZ 

fjdkWMZ ugha fd;k x;k gSA

bl ij U;k;ky;ksa dk D;k iQSlyk gS\

 2015 ds ,d ,sfrgkfld iQSlys esa] "Js;k fla?ky cuke Hkkjr la?k" esa lqçhe dksVZ us 2000 ds lwpuk çkS|ksfxdh vf/fu;e dh 

/kjk&66(,) dks jí dj fn;k] ftlesa lapkj lsokvksa vkfn ds ekè;e ls vkifÙktud lans'k Hkstus ds fy, ltk dk çko/ku FkkA 

vnkyr us dgk] "lwpuk çkS|ksfxdh vf/fu;e 2000] dh /kjk&66(,) iwjh rjg ls vuqPNsn 19(1)(,) dk mYya?ku gS vkSj vuqPNsn 

19(2) ds rgr lgsth ugha xbZ gSA ;kfpdk esa lwpuk çkS|ksfxdh fu;e 2009 dh /kjk&69(,) dks Hkh pqukSrh nh xbZ Fkh] ysfdu 

lokZsPp U;k;ky; us bls "laoS/kfud :i ls oS/" ekukA

 ;g è;ku fn;k tk,xk fd /kjk&66(,) ds foijhr /kjk&69(,) dbZ lqj{kk mik;ksa ds lkFk ,d ladh.kZ :i ls rS;kj fd;k x;k 

,d çko/ku gSA lcls igys vkSj lcls egRoiw.kZ] CykWfdax dk lgkjk rHkh fy;k tk ldrk gS] tc osQUnz ljdkj larq"V gks fd ,slk 

djuk vko';d gSA nwljs] ,slh vko';drk dsoy vuqPNsn 19(2) esa fu/kZfjr dqN fo"k;ksa ls lacaf/r gSA rhljk] bl rjg ds vo#¼ 

vkns'k esa dkj.kksa dks fyf•r :i esa ntZ fd;k tkuk pkfg, rkfd mUgsa lafo/ku ds vuqPNsn&226 ds rgr fjV ;kfpdk esa pqukSrh nh 

tk ldsA

 tqykbZ 2022 esa /kjk&69 ij cgl fiQj ls fopkj fd;k x;k] tc fV~oVj us mi;ksxdrkZvksa dks lquokbZ nsus dh çfØ;kRed 

vko';drk dk ikyu djus esa foiQy jgus okys vkns'kksa dks jksdus ds fy, dukZVd mPp U;k;ky; esa MeitY ij eqdnek nk;j 

fd;kA ftlds tokc esa] osQUnz us mPp U;k;ky; dks crk;k fd fV~oVj ,d fons'kh fuxe Fkk vkSj mlds ikl dksbZ ekSfyd vfèkdkj 

;k dkuwuh mik; ugha FkkA mlds ckn] fV~oVj us Li"V fd;k fd vuqPNsn 14] 19 vkSj 21 ds rgr muds rdZ mu ukxfjdksa ds 

vf/dkjksa ds laca/ esa Fks] ftuds ikl fV~oVj vdkmaV FksA 8 iQjojh dks] bl ekeys esa lquokbZ dh lcls gkfy;k rkjh• ij] osQUnz 

us •krkèkkjdksa ds ekSfyd vf/dkjksa ij cgl djus ds fy, fV~oVj ds yksdl LVSaMh ij loky mBk;k vkSj ;g Hkh loky fd;k fd 

fV~oVj vkSj mlds •krk/kjdksa ds chp dkuwuh laca/ D;k gksaxsA

ljdkj }kjk /kjk&69(,) dk mi;ksx djus osQ dqN vU; mnkgj.k D;k gSa\

 phu ds lkFk lhek ikj ruko ds ckn] MeitY us 29 twu] 2020 dks 59 ,sIl ij çfrca/ yxk fn;k] ftuesa TikTok] Shareit] 

Shein] Xiaomi Mi Community] Clash of Kings] Weibo] Likee vkfn 'kkfey gSaA blh rjg] 1 flracj] 2020 dks ljdkj us 

xsfeax ,si PUBG lfgr 118 ,si ij çfrca/ yxk fn;k x;k] blds ckn 19 uoacj] 2020 dks 49 ,si ij fiQj ls çfrca/ yxk fn;k 

x;kA
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 gky gh esa 14 iQjojh] 2022 dks] MHA us 54 phuh eksckby ,fIyds'ku ij çfrca/ yxkus dh fliQkfj'k dh] ftlesa yksdfç; 

xse ^xjsuk Úh iQk;j*] flaxkiqj fLFkr ,d ,si 'kkfey gS] ftlesa xksiuh;rk ds eqíksa vkSj lqj{kk •rjksa ls lacaf/r laHkkfor fparkvksa ds 

dkj.k /kjk&69(,) ykxw fd;k x;k gSA

  /kjk&79% ;g vc osQUnz vkSj ekbØks&CykWfxax IysViQkWeZ 

fV~oVj ds chp py jgh eè;LFk nkf;Ro yM+kbZ ds dsaæ 

esa gS] tks ljdkjksa vkSj okf.kfT;d baVjusV IysViQkeks± ds 

chp laca/ksa ds fy, çeq• fu;eksa dks ifjHkkf"kr djrh 

gSA /kjk&79 dgrh gS fd fdlh Hkh rhljs i{k dh 

lwpuk] MsVk] ;k lapkj fyad dks mlds IysViQkWeZ ij 

miyC/ ;k gksLV fd, tkus ds fy, fdlh Hkh eè;LFk 

dks dkuwuh :i ls ;k vU;Fkk mÙkjnk;h ugha Bgjk;k 

tk,xkA

lwpuk çkS|ksfxdh vf/fu;e] 2000 

 ;g Hkkjrh; laln }kjk 2000 esa vf/fu;fer fd;k x;k FkkA 

;g lkbcj vijk/ vkSj bZ&dkWelZ ls lacaf/r ekeyksa ds fy, 

Hkkjr esa çkFkfed dkuwu gSA vf/fu;e dks bysDVªkWfud okf.kT; 

vkSj bysDVªkWfud ysunsu dks dkuwuh eatwjh nsus] bZ&xouZsal dks 

l{ke djus vkSj lkbcj vijk/ dks jksdus ds fy, Hkh vf/

fu;fer fd;k x;k FkkA bl dkuwu ds rgr] Hkkjr esa fLFkr 

oaQI;wVj ;k usVodZ ls tqM+s fdlh Hkh vijk/ ds fy, fons'kh 

ukxfjdksa dks Hkh vkjksfir fd;k tk ldrk gSA dkuwu fMftVy@

bysDVªkWfud çk:i ds ekè;e ls fofHkUu lkbcj vijk/ksa vkSj 

/ks•k/M+h ds fy, naM fu/kZfjr djrk gSA ;g fMftVy gLrk{kj 

dks dkuwuh ekU;rk Hkh nsrk gSA

vkbZVh vf/fu;e 2000 ds vU; çeq• fcanq %&

   ljdkj us ewy vkbZVh dkuwu dks o"kZ 2000 esa vfèkfu;fer 

fd;k FkkA eè;LFk dks vkbZVh vf/fu;e 2000 dh èkkjk 

2(1) (MCY;w) esa ifjHkkf"kr fd;k x;k gSA 'eè;LFk' 
'kCn esa lpZ batu] vkWuykbu Hkqxrku vkSj uhykeh lkbV] 

vkWuykbu ekdZsVIysl vkSj lkbcj dSiQs ds vykok 

nwjlapkj lsok] usVodZ lsok] baVjusV lsok vkSj osc gksfLVax 

ds çnkrk 'kkfey gSaA blesa oks Hkh O;fÙkQ 'kkfey gS] tks 

fdlh vU; dh vksj ls fdlh Hkh bysDVªkWfud fjdkWMZ dks 

"çkIr djrk gS] LVksj djrk gS ;k çlkfjr djrk gS"A lHkh 
lks'ky ehfM;k IysViQkWeZ bl ifjHkk"kk ds varxZr vk,axsA

   lwpuk çkS|ksfxdh eè;orhZ fn'kk&funZs'k (la'kks/u) fu;e 

igyh ckj 2011 esa tkjh fd, x, Fks vkSj 2018 esa 

ljdkj us mu fu;eksa esa dqN cnyko fd,A ;g •aM 

eè;LFk nkf;Ro dks doj djrk gSA vf/fu;e dh /kjk 

79 (2) (lh) esa dgk x;k gS fd fcpkSfy;ksa dks vius 

drZO;ksa dk fuoZgu djrs le; iwjh lko/kuh cjruh pkfg, 

vkSj dsaæ ljdkj }kjk fu/kZfjr ,sls vU; fn'kkfunZs'kksa dk 

Hkh ikyu djuk pkfg,A 2018 esa] OgkV~l,i tSls lks'ky 

ehfM;k IysViQkWeZ ij çlkfjr iQthZ •cjksa vkSj viQokgksa 

vkSj lans'kksa ds dkj.k ekWc fyafpax dh la[;k esa o`f¼ gqbZ 

FkhA

   ljdkj us ewy vkbZVh dkuwu dks o"kZ 2000 esa vfèkfu;fer 

fd;k FkkA eè;LFk dks vkbZVh vf/fu;e 2000 dh èkkjk 

2(1) (MCY;w) esa ifjHkkf"kr fd;k x;k gSA 

'kCn esa lpZ batu] vkWuykbu Hkqxrku vkSj uhykeh lkbV] 

vkWuykbu ekdZsVIysl vkSj lkbcj dSiQs ds vykok 

nwjlapkj lsok] usVodZ lsok] baVjusV lsok vkSj osc gksfLVax 

ds çnkrk 'kkfey gSaA blesa oks Hkh O;fÙkQ 'kkfey gS] tks 

fV~oVj ds chp py jgh eè;LFk nkf;Ro yM+kbZ ds dsaæ 

esa gS] tks ljdkjksa vkSj okf.kfT;d baVjusV IysViQkeks± ds 

chp laca/ksa ds fy, çeq• fu;eksa dks ifjHkkf"kr djrh 

gSA /kjk&79 dgrh gS fd fdlh Hkh rhljs i{k dh 

lwpuk] MsVk] ;k lapkj fyad dks mlds IysViQkWeZ ij 

miyC/ ;k gksLV fd, tkus ds fy, fdlh Hkh eè;LFk 
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mÙkj % D

iz'u %    Hkkjr esa fuEufyf•r esa ls fdlds fy;s lkbcj 
lqj{kk ?kVukvksa ij fjiksVZ djuk dkuwuh :i ls 
vfuok;Z gS\ 

1- lsok çnkrk

2- MsVk osQUnz

3- ckWMh dkWikZ sjsV 

 uhps fn;s x, dwV dk ç;ksx dj lgh mÙkj pqfu;s%

(a) dsoy 1 

(b) dsoy 1 vkSj 2

(c) dsoy 3 

(d) 1] 2 vkSj 3 

laHkkfor iz'ulaHkkfor iz'ulaHkkfor iz'ulaHkkfor iz'ulaHkkfor iz'ulaHkkfor iz'ulaHkkfor iz'ulaHkkfor iz'ulaHkkfor iz'u (Expected Question)(Expected Question)(Expected Question)(Expected Question)(Expected Question)(Expected Question)(Expected Question)(Expected Question)(Expected Question)

 uhps fn;s x, dwV dk ç;ksx dj lgh mÙkj pqfu;s% uhps fn;s x, dwV dk ç;ksx dj lgh mÙkj pqfu;s%

iz'u %   ns'k dh lqj{kk  ,oa xksiuh;rk dks cuk, j•us esa lwpuk çkS|ksfxdh vf/fu;e] 2000  ds egÙo dks crkb;s rFkk bls 

vkSj çHkkoh cukus ds fy, mik; lq>k,\              (250 'kCn)

mÙkj dk n`f"Vdks.k %&

  lwpuk çkS|ksfxdh vf/fu;e dks D;ksa yk;k x;k\

  ns'k dh lqj{kk ,oa xksiuh;rk cuk;s j•us esa bl vf/fu;e ds egÙo dks crk,aA 

  bl vf/fu;e dks vkSj çHkkoh cukus ds fy, mik; crk,aA 

  orZeku esa bldh vko';drk dks ns•rs gq, larqfyr fu"d"kZ nhft,A  

 ns'k dh lqj{kk  ,oa xksiuh;rk dks cuk, j•us esa lwpuk çkS|ksfxdh vf/fu;e] 2000  ds egÙo dks crkb;s rFkk bls 

laHkkfor iz'u o izk:i (Expected Question & Format)

Que.   In India, which of the following is 
legally mandated to report cyber 
security incidents? 

1. Service provider

2. Data centers

3. Body corporate 

 Select the correct answer using the code given 
below :

 (a)  1 only

 (b)  1 and 2 only

 (c)  3 only

 (d)  1, 2 and 3

lwpuk çkS|ksfxdh vf/fu;e dks D;ksa yk;k x;k\

ns'k dh lqj{kk ,oa xksiuh;rk cuk;s j•us esa bl vf/fu;e ds egÙo dks crk,aA 

bl vf/fu;e dks vkSj çHkkoh cukus ds fy, mik; crk,aA 

uksV % vH;kl ds fy, fn;k x;k eq[; ijh{kk dk iz'u vkxkeh UPSC eq[; ijh{kk dks è;ku esa j[kdj cuk;k x;k 
gSA vr% bl iz'u dk mÙkj fy[kus ds fy, vki bl vkys[k ds lkFk&lkFk bl VkWfid ls lacaf/r vU; L=kksrksa dk Hkh 
lg;ksx ys ldrs gSaA


